UH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIUXCS 1151 PASMEIEHUS
HA O®ULIUAJBLHBIX MHTEPHET-PECYPCAX

C KaXIpIM I'OJIOM MOJIOZCIKH B HHTEPHETE CTAHOBUTHLCS OOJIbIIIE, a INKOJIBHUKH
OJIHU M3 CaMbIX aKTHBHBIX IOJIb30BaTelel Pynera. Mexay TeM, TOMHMO OIPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEH, MHTEPHET HECeT M NPOoOJIeMbl. JTa MmaMsaTKa JOJDKHA
IIOMOYb TeO€e O€30IMacHO HaXOAUTLCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMIbproTepHBIli BUPYC - 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IPOTPaMM,
OTINYUTEIBHON 0COOEHHOCTBIO KOTOPOM SIBISIETCS CIOCOOHOCTh K pa3MHOXKEHHUI0. B
JOTIIOJIHEHUE K 3TOMY, BUPYCHI MOTYT IIOBPEIUTh WU IIOJHOCTBIO YHUYTOKUTH BCE
¢aiinbpl ¥ JaHHBIE, MOJAKOHTPOJIBHBIE IOJIB30BATENI0, OT MMEHHM KOTOpOro Oblia
3alylleHa 3apakeHHas MporpamMMma, a TaKKe IOBPEIUTh WM JaXe€ YHUYTOXKUTH
ONEpPallMOHHYI0 CHUCTEMY CO BceMHU (aiiamu B LeJoM. B OOJBIIMHCTBE Cly4yaes
PaCIPOCTPAHSIOTCS BUPYCHI U€pE3 UHTEPHET.

Metozapl 3aUThI OT BPEIOHOCHBIX IIPOrPAMM:

1. Mcnonp3yli COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. TloctossHHO ycTaHaBimuBail mayTd (UM(pPOBBIE 3allIaTKH, KOTOPbIE
aBTOMATUYECKH YCTAHABIIMBAIOTCS C LENbI0 JOPaOOTKM MpPOrpaMMbl) M JApYyrue
OOHOBJICHUSI CBOCH OomneparoHHON cucTembl. CkaunBail UX TOJBKO C O(UIIUATEHOTO
caifra pazpaborunka OC. Eciu cymiecTByeT pekuM aBTOMaTHYECKOro OOHOBJIEHMUS,
BKJIKOYH €rO0;

3. PaGoraii Ha CcBOeM KOMIbBIOTEpPE IIOJ] TMpaBaMU TMOJb30BATENsA, a HE
aJIMUHUCTPATOpa. ODTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX MpOrpaMm
MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATBHOM KOMITBIOTEPE;

4. Hcnons3ylh aHTUBHPYCHBIE NPOTPaMMHBIE TPOAYKTHI  U3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannub PU3NYECKUNA JOCTYI K KOMIBIOTEPY JIsl HOCTOPOHHHUX JIMII;

6. Ucnonb3yil BHEIHUE HOCUTENN HHPOPMALIUU, TAKHE KaK (ielliKka, TUCK WU
(aiin u3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEpHbIE (Daliiibl, MOJYyYEHHbIE W3 HEHAJEKHbIX
UCTOYHUKOB. [laxke Te (aiiyipl, KOTOpbIE MpHUCIal TBOW 3HAKOMBIN. Jlydie yTouHu y
HET0, OTIPABIISI JIU OH TEOE UX.

Ceru WI-FI

WI-FI — 10 He Buj mepemnaun JaHHBIX, HE TEXHOJOTHUSI, @ BCETO JIMIIL OpEHI,
Mapka. Emie B 1991 romy HupaepiaHjckas KOMIIAHUSI 3aperucTpupoBajia OpeH.
«WECA», uro o6o3nauano cioBocouetanne «Wireless Fidelity», xoTopsrii
NEPEeBOAUTCS KaK «OeCpOBOAHAS TOUHOCTb.

Jlo Hamero BpeMeH# oliia apyras abopeBuaTypa, KoTopas siBJISETCS TaKOM ke



TexHosoruei. Ito abopesuarypa «Wi-Fi». Takoe Ha3BaHuE OBLIO TaHO C HAMEKOM Ha
cTaHaapT Bbicuied 3BykoBoil TexHuku Hi-Fi, uto B mepeBojie 03HaYaeT «BBICOKAs
TOYHOCTB.

Jla, OGecruiaTHBI MHTEPHET-AOCTYN B Kade, OTelsIX U a’dporopTax SBISETCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B HHTEpHET. HO MHOTHME 3KCNEPTHI CUUTAIOT, YTO
obmenoctynusic Wi-Fi cetu He sBist0TCS 6€3011aCHBIMU.

CoBeTbl 10 6€30MmacHOCTH paboThI B 00meocTynHbIX ceTsix WI-FI:

1. He nmepenaBaii cBoro nuuHyro uHpopmaruio depes obmenoctymasie WI-FI
cetu. PaboTas B HUX, KeNaTeIbHO HE BBOJIUTH MAPOJH JOCTYIA, JOTUHBI U KaKHE-TO
HOMEPA;

2. Ucnonb3yih ¥ OOHOBISH aHTHUBUPYCHBIE MpOTrpaMMbl U Opanamayep. Tem
caMbIM ThI 00€30Maculllb ce0s OT 3aKaYKH BUPYyca Ha TBOE YCTPONCTRBO;

3. Ilpu ucnonws3oBanuu WI-FI otkmroun ¢pynkuuio «O6mmii goctyn k ¢aiinam
U npuHtepam». JlaHHas (yHKIMS 3aKphiTa MO YMOJIYAaHHUIO, OJHAKO HEKOTOPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHMs B paboTe win yueoe;

4. He ucnons3yit myonuunsiii WI-FI nis nepegaun TMUHBIX TaHHBIX, HATPUMED,
JUIS1 BBIXOJIa B COLIMAJIBHBIE CETH WM B JIEKTPOHHYIO MTOYTY;

5. Ucnonb3yi Toabpko 3amuineHHoe coequaenue yepe3 HTTPS, a ne HTTP, T.¢.
npu Habope BeO-aapeca BBOAM UMEHHO «https://»;

6. B moOunsHOM Tenedone otkimtoun ¢yHkiuo «l[loakmouenune k WI-FI
aBTOMaTH4YeCcKn». He omyckai aBTOMaTH4eCKOro MOAKIFOYEHHS YCTPOMCTBA K CETSIM
WI-FI 6e3 TBOCTO Cornacus.

ConmnaJjibHbBIC CeTH

ConuanbHble CETH aKTUBHO BXOJST B HAIIly KU3Hb, MHOTHE JIIOU PabOTaIOT U
YKUBYT TaM MMOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musinap/ 4eaoBeK, YTo
SIBJISIETCS OOHOM CeIbMOM BCEX JKHTENICH IulaHeThl. MHOTrMe IIOJb30BaTelId HE
MOHUMAIOT, YTO UH(GOpPMAIIHs, pa3MeleHHas UMH B COIMATIbHBIX CETSIX, MOXKET OBITh
HaliJleHa ¥ MCIO0JIb30BaHa KEM YroJHO, B TOM YHCIIe HE 00s3aTelbHO ¢ OJarumu
HaMEPECHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COITUATILHBIX CETX:

1. Orpannub cIMCOK Apy3el. Y TeOs B Apy3bsiX HE NOHKHO OBITh CITyYalHbIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumiail CBOO YacTHYIO KU3Hb. He ykasbiBail maposu, TenedoHsl, ajapeca,
JIaTy TBOETO POXKJICHUS U JIPYTYIO JUYHYIO HHPOpMAIUIO. 3J10YMBIIUICHHUKH MOTYT
WCITIOJIB30BaTh Jlake MHPOPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
MPOBECTU KAHUKYJIbI;

3. 3amuinai CBOIO peryTaIuio - IEpKH €e B YUCTOTE U 3a/iaBail cebe BOmpoc:
XO0TeJ OBl ThI, YTOOBI IPYTHUE MOIH30BATEIHN BUEIH, YTO ThI 3arpykaemisb? [logymait,
MPEXJIe YEM YTO-TO OMyOJIMKOBATh, HANIMCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHILb C JIOJIBMHU, KOTOPBIX HE 3HACIllb, HE HCIOJIb3Yyll CBOE
peallbHOEe UMS U JAPYTYIO JIMYHYIO WHQPOpMAIUU: UMS, MECTO >KUTEIhCTBA, MECTO
y4eObl U MpoYee;

5. U3beraii pasmemienust dororpaduii B HTepHETE, TlIe Thl M300pakeH Ha



MECCTHOCTHU, I10 KOTOpOfI MOKHO OIIPECACTINTDL TBOC MCCTOIIOJIOKCHUC,

6. HpI/I perucTpanvu B COHH&J’IBHOﬁ CCTHU H€06XOI[I/IMO HCIIOJBb30BaTh CJIOXKHBIC
IMapoJjik, COCTOAIINC U3 6y1(B 151 HH(i)p N C KOJIMYCCTBOM 3HAKOB HC MCHCC 8;

7. I[JIH COHI/IaHBHOﬁ CCTHU, ITIOYTHI U JPYIUX CalTOB H€O6XOI[I/IMO HCIIOJIB30BaTh
Pa3HBIC IIApPOJIN. TOFI[a eclin TeOs B3JIOMArOT, TO 3JIOYMBINIJICHHUKHU I10JIy4YaT OOCTYIL
TOJIBKO K OJHOMY MCCTY, 4 HC BO BCC Cpa3sy.

DJIeKTPOHHBIE IeHbI'

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb YAOOHBIA CHOCOO TMIIATEXEW, OJHAKO
CYILLIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH ICHBIH.

DJIEKTPOHHBIE JAEHBIU MOSBUINCH COBCEM HENABHO U MMEHHO HM3-3a 3TOrO BO
MHOTHX T'OCYyAapCTBax J0 CUX IOP HE MPOIMCAHO PO HUX B 3aKOHAX.

B Poccuu xe oHM (yHKIMOHUPYIOT U O HUX YK€ IIPOIUCAHO B 3aKOHE, I/I€ X
Pa3zensaoT Ha HECKOJIBKO BUJOB - AaHOHUMHBIE M HE aHOHUMHBIE. Pa3HHIIa B TOM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaercss MPOBOAUTH oOIlepanuu 0e3
UACHTU(UKAIIMY T0JIb30BATENsA, & B HEAHOHUMHBIX HICHTU(UKALNS T0JIb30BaTENs
ABJIAETCS 00S3aTEIBLHOM.

Taxxe cienyer pasnuyarh dJIEKTPOHHbIE (DUATHBIE JEHBIM  (PaBHBI
rOCyJIapCTBEHHBIM BaJll0TaM) M DJJICKTPOHHBbIE HE(pUATHbIC JEHbIU (HE pPaBHBI
rOCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO 0€30MacCHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsbxu K cueTy MOOUIBHBIN TenedoH. ITO camblid yIOOHBIM U OBICTPHIiA
cioco0 BOCCTaHOBUTH AOCTYyN K cuery. llpuBsi3aHHBIH TenedoH MOMOXKET, €Clu
3a0y/Ie1lb CBOM TUTATEKHBIN MapOJib UITH 3aii/IeIlb Ha CAallT C HE3HAKOMOTO YCTPONCTBA;

2. Hcnonw3yih onHopa3zoBbie mnaponu. Ilocne mnepexoga Ha YCHUIIEHHYIO
aBTOpHU3allMi0 TeOe yke He OyJeT yrpokaTh OINAaCHOCTh KpaXM WJIM IepexBara
IUIATEKHOTO MapOJIs;

3. BwiGepu crnoxubiii mapoib. [IpectynmHukam Oyner HE MNPOCTO Yraaarh
CJIOKHBIM MapoJib. HazexHple maponu — 3T0 mapoju, KOTOPBIE COAepKaT HE MEHee 8
3HAKOB M BKJIIOYAIOT B c€0 CTPOYHBIE U MPOIMHUCHBIE OYKBBI, HUPPbI U HECKOJIBKO
CUMBOJIOB, TaKH€ KaK 3HAK JI0J1apa, (GyHTa, BOCKJIMUATEIbHBIN 3HaK U T.11. Hanpumep,
«$tRONg!;»;

4. He BBOJIM CBOM JIMYHBIE JJAHHBIE HA CalTaX, KOTOPHIM HE IOBEPSIEIIb.

JJIEKTPOHHAA MOYTA

DJIEKTPOHHAs MOYTa — 3TO TEXHOJOTHS U MPEAOCTABISIEMbIE €0 YCIYTd IO
MEPECHUTKE M TIOJYUYCHHUIO AJIEKTPOHHBIX COOOIICHUM, KOTOPBIC PACIPEACISIOTCS B
KOMIBIOTEpHOU ceTh. OOBIYHO JIEKTPOHHBIN MOUTOBBIN STUK BBITJISAUT CICTYIOIIAM
oOpa3zoM: HMs_MOJNb30BaTENA(@UMs_JIoMeHa. Takxke Kpome Nepeaadyd MpoCTOro
TEKCTa, UMEETCsI BOBMOXKHOCTD TepeiaBaTh (hailiibl.

OCHOBHBIE COBETHI 110 OE30MaCHOM pabOTe C JIICKTPOHHOM MOUTOM:

1. Hazio BeIOpaTh NMpaBUIIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBIIA
BBIOOp O€CIUIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyYIlle JOBEPSITh TEM, KOTO 3HACUIb,
Y KTO IIEPBbI B PEUTHHTIE;



2. He ykaspiBail B TW4YHON moute Ju4yHy0 uHpopManuio. Hanpumep, myurie
BBIOpaTh «MY3bIKAJIbHBIN (paHaT@» nim «pok2013» BMecTo «TtemMal3?;

3. Mcnonb3y# ABYXATAIMTHYIO aBTOPU3ALMIO. DTO KOTIa HIOMUMO NApOJIisl HYKHO
BBOJUTH KOJ, IPUChUIaeMbIi 0 SMS;

4. BpiObepu cloKHBIN Napodib. JJisi KaXJ0ro MOYTOBOTO SAIIUKA JIOJKEH OBbITh
CBOM HAJICKHBIN, YCTOMYHUBBIN K B3JIOMY apOJIb;

5. Ecnu ecTh BO3MOXKHOCTB HAIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCTIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcrionb3yil HECKOJIBKO MOYTOBBIX SIIIKUKOB. [IepBbIil 411 YaCTHOM MEPENUCKH
C ajapecaramu, KOTOPBIM Tbl JIOBEpSACIIb. OJTO JJIEKTPOHHBIA aapec HE HaJo
WCITIOJI30BATh TIPH PETUCTpaliy Ha (hOpyMax U cailTax;

7. He oTkpbIBaii (haiisibl ¥ IpyTHE BIOKEHUS B MUChMAX, JAXe €CIIM OHU TPUIILIHA
OT TBOMX Jipy3ei. Jlydllle yTOUHM Y HUX, OTHPABJISUIN JIM OHU TeOe 3TU (pailiibl;

8. Ilociie okoH4YaHMs pabOTHI HA TTOYTOBOM CEPBHCE MEPe] 3aKPHITUEM BKIIAJIKH
C caiToM He 3a0y/JIb Ha)KaTh Ha «BBIATHY.

Kun0epOy1iimHr Wiin BUPTyaibHOE U3/1€BATEJIbCTBO

KubepOymuHr — npeciiefoBaHue COOOIIEHUSIMH, COJIEPKAITUMU OCKOPOJICHMS,
arpeccuro, 3amyruBaHue; XYJIUMTAaHCTBO; COLMAIBHOE OOWKOTHUPOBAHHUE C MOMOUIBIO
pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KHOEPOYIITMHTOM:

1. He Gpocaiics B 60i1. JIyumuii cioco0: mocOBETOBATLCA Kak ce0s1 BECTH U, €CIIH
HET TOT0, K KOMY MOXXHO OOpaTHThCs, TO BHauYaje YCIOKOUThCA. Eciu Thl HauHeb
OTBEYaTh OCKOPOJIEHUSMU HA OCKOPOJICHHS, TO TOJBKO €Ile OOJbIIe Pa30iOKeIllb
KOH(DITUKT;

2. Yupapnsi cBoel kubeppemyTaiueii;

3. AHOHUMHOCTH B ceTr MHUMas1. CyIIeCTBYIOT CITIOCOOBI BBISICHUTh, KTO CTOUT
32 AaHOHUMHBIM aKKayHTOM;

4. He crouT BecTM XyJWUTaHCKHM oOpa3 BUPTyalbHOW >ku3HU. WHTEpHET
(GuKcUpyeT Bce TBOU JACHCTBUS M COXpaHSET HUX. YJanuThb UX OyAeT KpaiiHe
3aTPyAHUTEIBHO;

5. Cobmroail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupyiét enuHu4HbIM HeraTuB. OJHOpPa30BbIE OCKOPOUTEIIbHBIC
COOOIIEHMS JIydllle UTHOpUPOBaTh. OOBIYHO arpeccusi MpekpamiaeTcss Ha HayaJlbHOU
CTaJuu;

7. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHHSIMH, B
COLIMAJIbHBIX CETAX €CTb BO3MOXKHOCTh OJIOKUPOBKH OTIPABKH COOOLICHHHA C
OINPEJEIIEHHBIX a/IPECOB;

8. Ecnu T cBunmerens kubOepOyiumHra. TBou NeHCTBUS: BBICTYMHUTH MPOTUB
npeciieloBaTens, IoKa3aTb €My, YTO €ro JCHCTBHSA OLICHUBAKOTCS HEraTUBHO,
HnoJIepKaTh KEPTBY, KOTOpPOH HY>KHA IICUXOJIOTMYECKas IOMOIb, COOOIIUTH
B3pOCJIBIM O (PaKTe€ arpeCCUBHOTO MOBEJACHUS B CETH.

MooOuinbHbIN TeedoH



CoBpemeHHbIE cMapT(OHBI U IUIAHIIETHI COAECPKAT B ceOe BIIOJIHE B3POCIBIN
GbyHKUIMOHAT, ¥ TeNepb OHM MOTYT KOHKYpHpPOBaTh CO CTallMOHApPHBIMU
KoMIibtoTepamMu. OJIHAKO, CPEACTB 3aLIUTHI JUIsl MOJOOHBIX YCTPOMCTB MOKa OYEHb
Majio. TecTupoBaHUE U MOUCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TAK UHTEHCHUBHO,
kak i [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yKe MPAKTUYECKH JOTHAJIU HACTOJbHBIC
aHaJIOTH, OJIHAKO paclIUpeHue PyHKIMOHANIA BIEYET 32 CO0O0I OOJIBIIYIO CIIOKHOCTh
Y MEHBIIYIO 3aU[UIIEHHOCTb.

Jlaneko He BCE€ NPOU3BOJUTENN BBINYCKAIOT OOHOBIICHHS, 3aKphIBAIOIIUE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OCHOBHBIE COBETHI JJI 0€301TaCHOCTH MOOUIILHOTO TesedoHa:

Hudyero He sBisieTcs mo-HacTofleMy OecriaTHBIM. Bynp ocToposkeH, Benb
Korja Tede mpeasiaratoT OecIUIaTHbII KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHUE-TO
IJIATHBIE YCIIYTH;

Hywmaii, pexe ueM oTnpaBuTh SMS, ¢hoTto uinu Buseo. Thl TOUHO 3HACITB, Te
OHHU OYJyT B KOHEYHOM UTOre?

Heo0xoaumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBI JUIsl MOOMJIBHBIX Telle(h)OHOB;

He 3arpyxail npwjIOK€HUS OT HEU3BECTHOIO HCTOYHUKA, BEAb OHU MOTYT
COJIEPKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECTICUEHHUE;

[Tocne Toro Kak Thl BBIMIEIIb € CaliTa, I1€ BBOAWII JINYHYIO HH()OpMALUIO, 3ai 11
B HACTpOWKHU Opay3epa u yjaaiu cookies;

[lepuonuuecku mpoBepsid, Kakue IUIATHBIE YCIYTd aKTUBUPOBAHbBI Ha TBOEM
HOMEpE;

JlaBaii cBOI1 HOMEp MOOMIJIBHOTO TeJiepOHA TOTBKO JIOJISIM, KOTOPBIX Thl 3HACITH
U KOMY JIOBEpsIClIb;

Bluetooth gomxen ObITh BHIKITIOUEH, KOTJIAa THI UM HE MOJIb3yelibes. He 3a0biBait
WHOT /1A IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIANH-UTPBI - TO KPACOUHBIE, 3aXBATHIBAIOIINE Pa3BICUECHUS,
OOBEAUHSIONINE COTHU THICAY YEJIOBEK MO BceMy MUpY. Urpoku uccieayroT JaHHbINA
UM MUp, 00IIAIOTCS APYT C APYTOM, BBITOJHSIOT 3aJaHUsl, CPAXKAIOTCA C MOHCTPAMHU U
MOJIy4atOT OMBIT. 3a YJIOBOJIbCTBHME OHM IUIATAT: MOKYMAIOT JIHUCK, OIJIAYMBAIOT
a0OHEMEHT WJIU MPUOOPETAIOT KAKKEe-TO OMIIUHU.

Bce atu cpenctBa MayT Ha MOAAEPKAHUE U PA3BUTHE UIPHI, a TAKXKE HA CaMy
0€30MacCHOCTh: COBEPIIECHCTBYIOTCS CHUCTEMbl aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (UQpoBbIe 3aIIaTKU AJI IPOrpaMM), 3aKpPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOUT OMAacaThCsl HE CTOIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpakl TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHA CHCTEMa aBTOPH3ALMH OOJIBIIMHCTBA
Urp.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA:

1. Ecnu npyroit urpok BeneT ceOs II0X0 WIM CO3[aeT TeOe HENpUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;



2. Iloxanyiics aAMUHUCTPATOPaM UIPhl Ha IJIOXOE MOBEACHHUE 3TOr0 MIPOKA,
YKEJIATEJIbHO MPUJIOKUTh KAKKE-TO JI0KA3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBail muuHy0 HH(OOpPMAIIHUIO B podaiisie Urphl;

4. YBaxaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranapnuBaii HeopuimaabHble TATYU U MOJIBI,

6. Mlcnosib3yii CIIOKHBIE U Pa3HbIE MTAPOJIH;

7. Jdaxke BO BpeMs UTpbl HE CTOUT OTKJItOUaTh aHTUBUpPYC. [loka ThI urpaeuisp,
TBOM KOMIIBIOTEP MOTYT 3apa3UTh.

@OUIIUHT WA Kpaika JINYHbIX TaHHbIX

OOBIYHOM Kpakel JIeHeT U IOKYMEHTOB CETO/IHsI Y>K€ HUKOTO HE YJIUBUIIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJOTUI 3JI0YMBIIUICHHUKHU IIEPEMECTUIINCE B UHTEPHET, U
IPOAOKAIOT 3aHUMATHCS «JIFOOUMBIMY JIEJIOM.

Tax mnosiBUiIach HOBasg yrpo3a: HMHTEPHET-MOIIEHHUYECTBA WM (DUILMHT,
IJlaBHas I1€JIb KOTOPOTO COCTOMT B MOJYYEHMM KOH(MUICHIMAIBHBIX JIaHHBIX
10JIb30BaTeNe — JOruHOB U naposieid. Ha anrnuiickoM si3pike phishing unrtaercs kak
¢ummHr (ot fishing — peiOHas noBus, password — mapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUILTMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl o/103peBaelib, 4TO TBOSI aHKETa ObLIa
B3JIOMaHa, TO HEOOXO0IUMO 3a0JIOKUPOBATH €€ U COOOUTUTh aIMUHUCTPATOPAM pecypca
00 9TOM KaK MOXHO CKOpEE;

2. Ucnonb3yit O6e3onacHbie BeO-CaliThl, B TOM YHCIIE, HHTEPHET-MarasuHoB U
IIOMCKOBBIX CUCTEM;

3. Hcnone3yii crnokHble W pa3Hble Mapoiu. TakuM oOpa3om, eciu TeOs
B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH [TOJIy4aT JOCTYH TOJIBKO K OAHOMY TBOEMY ITPOQUITIO
B CETH, a HE KO BCEM;

4. Ecnu Te6s1 B3110MaiIM, TO HEOOXOIUMO MPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIE JI00aBJICHBI Yy TEOSI B IPY3bSIX, O TOM, UTO T€Os B3JIIOMAIN U, BOZMOXKHO, OT
TBOEr0 UMEHH OYyJI€T PacchlIaThCA CllaM U CChUIKM Ha (PUILIMHTOBBIE CATHI;

5. YcranoBu HagexHbli napodb (PIN) Ha MOOMIBHBIN Tene(OH;

6. OTKJII0YM COXpaHEHUE Maposisi B Opaysepe;

7. He oTkpbiBaii (haiisibl 1 APyTUE BIAOKEHHUS B MUCbMaX, JaXKe €CIIM OHU PUILLITA
OT TBOUX Jipy3ei. Jlydllle yTouHU y HUX, OTIIPABIISIIN JIM OHU TeOe 3TU (Hailsibl.

Mudposasi penyrauus

Hudposas penyraiusi — 3T0 HEraTUBHAs WU MMO3UTUBHAS MH(OpPMAIUS B CETU
o tebde. Kommpomerupyromas uHboOpMalys, pa3sMmelieHHas B HHTEPHETE, MOXKET
CEpbE3HBIM 00pPa30M OTPA3UTHCS HA TBOEH peaibHOM KU3HMU.

«lIudpoBas pemyranus» — 5TO TBOM UMUK, KOTOpBIM (opMHUpyeTCsS W3
uHpopmaIuu o Tede B UHTEPHETE.

TBoe MecTO KUTENBCTBA, YueObl, TBOC (DMHAHCOBOE TOJIOKEHHUE, OCOOEHHOCTH
XapakTepa M paccKkasbl O OJM3KUX — BCE 3TO HAKAIJIUBAETCS B CETH.

MHorue mMOAPOCTKH JIETKOMBICIIEHHO OTHOCATCS K IyOJMKALUUA JHYHOU
unpopmaiuu B MHTepHeTe, HE MOHMMAsl BO3MOXKHBIX MOCHENCTBUN. Thl maxe He



CMOXKEIIb JIOTagaThCcsl O TOM, 4To (poTorpadusi, pazMenieHHass 5 JeT Ha3ajl, cTajia
NPUYMHON OTKa3a NIPUHATH TeOs Ha paldoTy.

KomMmenTapuu, pazmerienue TBoux ¢ororpaduil U Ipyrue AeUcTBUsS MOTYT HE
MCYE3HYTh JaXke IOCJIEC TOro, KaK Thl UX YAQJIHIIb. Thl HE 3HACIIb, KTO COXPAHUI ATY
uHpOpMaIMIO, TONaJla JIM OHA B IMOMCKOBBIE CHCTEMbl UM COXpaHWIACh JIM OHA, a
IJIABHOE: YTO MOJYyMAIOT O Te0e OKpY:KAIOIIKE TN, KOTOPbIE HANAYT U YBUJAT ITO.
Haiitu uHpopManuio MHOIO J€T CHYCTS CMOXeT JII000H — Kak H3 JOOpbIX
noOyKJIeHUH, TaK U C HAMEPEHUEM MPUIUHHUTD BPEA. ITO MOXKET ObITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIIUTE ITU(PPOBOI peryTaLUU:

1. [lomymaii, mpexe 4em 4To-TO MyOJMKOBATh U TMepeaaBaTh y cedst B Oyore
WJIM B COLIMAJILHOM CETH;

2. B Hactpoiikax mnpo¢uis yCTaHOBH OTpaHMYEHHs Ha MPOCMOTP TBOETO
IpO(UIIA U €ro COAEPKUMOTrO, CACIANA €ro TOJNBKO «JJIs APY3ei»;

3. He pasmemail u He ykaspiBall MH(OpPMALMIO, KOTOpas MOXKET KOro-inbo
OCKOPOJIATH UJIH OOMKATh.

ABTOpCKOE NIPaBo

CoBpeMEHHbIE  IIKOJbHUKM — AaKTHUBHBIE TMOJb30BaTeNd  LU(POBOTO
npoctpaHcTBa. OJHAKO JaJeKo HE BCE 3HAIOT, YTO [OJb30BAHUE MHOTUMU
BO3MOKHOCTSIMU LIU(POBOro MUpa TpedyeT coOII0IeHN ITPaB Ha MHTEIUIEKTYAJIbHYIO
COOCTBEHHOCTb.

TepMuH «uHTENIEKTyallbHass COOCTBEHHOCTB» OTHOCHUTCA K PAa3IUYHBIM
TBOPEHHUSM YEJIOBEYECKOTO0 yMa, HAayuHas C HOBBIX H300peTEeHUl M 3HAKOB,
0003HAYaIOIIMUX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYT'M, U 3aKaHYMBas KHUTAMH,
dboTorpadpusiMu, KUHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEICHUSMU.

ABTOpCKHE TpaBa — 3TO IpaBa Ha MHTEUIEKTYaJIbHYIO COOCTBEHHOCTh Ha
IPOU3BENICHUSI HAyKH, JUTEpaTyphl U MCKYCcCTBAa. ABTOPCKHE IpaBa BBICTYHAlOT B
Ka4yeCTBE TapaHTHH TOTO, YTO HHTEIJUICKTYaIbHBINA/TBOPUYECKUH TPy aBTOpa HE OyneT
HaIlpacHbIM, J1TaCT €My CIIpaBeJIMBbIE BO3MOXXHOCTHU 3apaboTaTh Ha pe3yibTaTax
CBOET0 TPy/a, MOJIYYUTh U3BECTHOCTH U Ipu3HaHue. Hukro 6e3 pa3pelieHus aBropa
HE MOXET BOCIHPOM3BOAUTH €ro TMPOU3BEACHUE, PACHPOCTPAHATH, MTyOJIUYHO
JIEMOHCTPHUPOBATh, NpPOAAaBaTh, HMIOPTHPOBATh, IYCKAaThb B MPOKaT, MyOJIUYHO
UCTIONTHSATH, MOKa3bIBATh/UCIIONHATH B ddHUpe WK pazMeniath B UHTepHETE.

Hcnonb3oBaHne «IMHUPaTCKOro» MPOrpaMMHOT0 00€CTIeueHUs MOXKET IPUBECTH
K MHOTMM pHUCKaM: OT MOTEPH JaHHBIX K TBOUM aKKayHTaM JO0 OJOKHPOBKHU TBOETO
yCTpOICTBa, I/Ie yCTaHOBJIEHA HeleraibHas rnporpamMma. He cTouT taxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETalibHbIE M O€CIIaTHbIE MPOrpaMMBbl, KOTOPbIE MOXXHO HaWTH B
CETH.

O nopraJse
CeteBUUOK.p( — TBOM IIABHBIN COBETYUK B CETH. 37I€Ch Thl MOXEIIb y3HAThH O
0€30MacHOCTH B CETH TOHSATHBIM M JOCTYIHBIM SI3BIKOM, a MPU BO3HHUKHOBEHUU
KPUTUYECKON CHUTyallud OOpaTUTHCS 3a COBETOM. A TakXkKe MPUHATh y4acTHE B
KOHKYPCaX M CTaTh CAMbIM ITU(POBBIM TPaKTaHHHOM !



